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ISO 14971 and ISO TR24971
Risk Management for Medical Devices

Medical device manufacturers around the world are compliant to ISO 14971 Risk Management Standard
(it is also referenced in ISO 13485).
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ISO 14971 and ISO TR 24971

• ISO 14971 is a widely recognized risk management 
standard for medical devices
– Standard itself is short
– Informative annexes make up the bulk of the document

• ISO 24971 is a guidance that provides additional direction 

Many other medical device standards use ISO 14971 as a 
normative requirement
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Scope

• The standard specifies a process for medical devices and IVDs
– Identify hazards
– Estimate and evaluate risks
– Control risks
– Monitor effectiveness of control

• Risk management is incorporated throughout the entire lifecycle of a medical device
– From early development activities to post market surveillance

• The Standard does NOT
– Apply to clinical decision making
– Specify any acceptable levels of risk
– Business risk management
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Risk Management Overview

1. What are you trying to do?

2. What can go wrong?

3. What are you going to do about it? 

4. Did it work?
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Where You May Consider “Risk”

During Design During 
Manufacturing 

 During 
Postmarket 

Use
6

Throughout Total Product Life Cycle
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Key Components of Risk

RISK: The combination of the probability of occurrence of HARM, and the severity of that HARM.

The probability 
of occurrence 

of harm

The 
consequences 

of that harm 
(how severe it 

might be)

Risk
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Overview of the Risk Management Process

Risk Policy

• Top management 
responsibility

Risk 
Management 

Plan

• Project specific

Risk 
Analysis  and 

Estimation

• Identify risks

Risk 
Evaluation

• Evaluate all risks, 
are they acceptable?

Risk Control

• Reduce risks

Residual Risk 
Evaluation

• Are risks 
acceptable now?

Benefit Risk 
Analysis

• Do benefits of 
device outweigh 
risks?

Evaluation of 
Overall 

Residual Risk

• Combined impact of 
ALL residual risks

Risk Review

• Results of ALL risk 
activities reviewed

Risk Report
Production and 
Post-Production 

Activities

• High level 
document, based 
on Risk Review

• Collect and review information 
relevant to safety throughout 
lifecycle of device
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Key Components of the 
Risk Management Process

• Risk management includes the following processes:
– Risk Analysis
– Risk Evaluation 
– Risk Control 
– Production and Post-Production Information

• FDA expects risk management activities to begin early in the design and 
development process and be integrated throughout a manufacturer’s Quality 
Management System.  



Risk Analysis
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Risk Analysis

The systematic use of available information to identify hazards 
and to estimate the risk.
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Key Definitions

Hazard
Potential Source of Harm

Note: Sources are always 
there, somewhere.

Hazardous Situation
Exposure to a Hazard

Note: It is the bridge between a 
hazard and harm. 

Harm
Physical injury or damage to 
health of people, property or 
environment.

Intended Use    

14971: “Use for which a product, process, or service is intended according to the specification, instructions, 
and information provided by the manufacturer.”



13

Key Definitions

• Severity

– Measure of possible consequences of a hazard

• Probability of Occurrence

– Chance that given event will occur, the likelihood something will happen 
13
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Hazard:
Hazardous 
Situation:

Harm:

Potential Source of 
Harm.

Always there… but 
just because it 
exists doesn’t mean 
there will be Harm..

Exposure to a 
Hazard.

It’s a situation 
where Harm 
could happen… 
It still hasn’t 
happened 
though..

Physical injury or 
damage to health 
of people, 
property or 
environment.

Ouch.

Example

Eaten by a shark

Bitten by a shark

Frightened because I saw a 
shark

Nothing

Harm and associated 
severity
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Quiz: Hazard, Hazardous Situation, or Harm ?

15
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ISO 14971:2019 Annex C Figure C.1

HAZARD – Potential Source of Harm

SEQUENCE OF EVENTS

HAZARDOUS SITUATION
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Example:
Driving

ISO 14971:2019 Annex C Figure C.1

HAZARD – Potential Source of Harm
Driving in Heavy Traffic

SEQUENCE OF EVENTS
Stop and Go Driving

Little Distance Between Vehicles
Driver Fatigue

HAZARDOUS SITUATION
Distracted Driver Hits Car From Behind
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Example:
Driving

ISO 14971:2019 Annex C Figure C.1

HAZARD – Potential Source of Harm
Driving in Heavy Traffic

SEQUENCE OF EVENTS
Stop and Go Driving

Little Distance Between Vehicles
Driver Fatigue 

HAZARDOUS SITUATION
Distracted Driver Hits Car From Behind

Probability of a 
hazardous 
situation 
occurring (P1)

Probability of a 
hazardous 
situation leading 
to harm (P2)

Circumstances 
affecting severity

Circumstances 
affecting severity
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Example:
Driving

ISO 14971:2019 Annex C Figure C.1

HAZARD – Potential Source of Harm
Driving in Heavy Traffic

SEQUENCE OF EVENTS
Stop and Go Driving

Little Distance Between Vehicles
Driver Fatigue 

HAZARDOUS SITUATION
Distracted Driver Hits Car From Behind

HARM – Physical injury or damage 
to the health of people or damage 

to property or the environment

Large Dent In Rear of Car

Probability of 
occurrence of 
harm
(P = P1 * P2)

Severity of 
harm
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Example:
Driving

ISO 14971:2019 Annex C Figure C.1

HAZARD – Potential Source of Harm
Driving in Heavy Traffic

SEQUENCE OF EVENTS
Stop and Go Driving

Little Distance Between Vehicles
Driver Fatigue

HAZARDOUS SITUATION
Distracted Driver Hits Car From Behind

HARM – Physical injury or damage 
to the health of people or damage 

to property or the environment

Large Dent In Car

Probability of 
occurrence of 
harm
(P = P1 * P2)

Severity of 
harm RISK!



Risk Evaluation
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Risk Evaluation

Process of comparing the estimated risk (relative risk) 
against given (predetermined) risk criteria to determine 

acceptability of risk



23

Severity

23
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Probability / Likelihood

24
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Severity of Harm
Probability of 

Harm Negl. – 1 Minor – 2 Serious – 3 Critical - 4 Cat. – 5

Frequent – 5
Probable – 4

Occ. – 3
Remote – 2
Improb. – 1

Use the Severity and Probability rankings to determine 
what is acceptable, unacceptable, and needs investigation
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Risk Acceptance – Three Views

What the plan says
Negl. Minor Serious Critical Cat.

Frequent
Probable
Occ.

Remote
Improb.

Negl. Minor Serious Critical Cat.
Frequent
Probable
Occ.

Remote
Improb.

Negl. Minor Serious Critical Cat.
Frequent
Probable
Occ.

Remote
Improb.

What the manufacturer sees

What a Regulator sees



Risk Control
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Risk Control

Process in which decisions are made and measures implemented by 
which risks are reduced to, or maintained within, specified levels.

Mitigations are called “risk controls”

There are different kinds of risk controls:
  1. Inherent Safety – eliminate the problem
  2. Protective measure – protect people from the problem
  3. Information for Safety – tell someone about the problem
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Example of Risk Controls

Inherent Safety 
by design 

 Protective measures 
(device or manufacturing)

Information for safety, and 
user training 
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Examples of Protective Measures

30
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Information for Safety

• If the hazardous situation cannot be 
removed by design, and if there are no 
protective measures, then and only 
then can you use information as a risk 
control.

• Need to demonstrate the information 
(e.g. labeling) is effective.

31



Production and Post-Production
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Production and Post-Production Information

• Manufacturer has to establish, document, and maintain a system to collect 
and review information during production and post-production. 

• The information is evaluated for safety
– Are previously unrecognized hazards or hazardous situations present?
– Is estimated risk(s) from a hazardous situation no longer acceptable?
– Are there new or revised standards

• Results of the production and post-production evaluation feed back into to 
the risk management process



Risk Management from a Regulatory Perspective
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Benefit and Benefit-Risk Analysis

Benefit-risk analysis is a part of the risk management process in ISO 14971 and is important from a 
regulatory perspective!

• The benefit-risk analysis is used to determine if the residual risk is outweighed by the expected benefits of 
the intended use of the medical device. 

• Benefit-risk analyses cannot be used to weigh residual risks against business advantages or economic 
advantages (i.e. for business decision making). 

35

Benefit: Positive impact or desirable outcome of the use of a medical device on the health of an individual, 
or a positive impact on patient management or public health 

Benefits can include positive impact on clinical outcome, the patient’s quality of life, outcomes related to 
diagnosis, positive impact from diagnostic devices on clinical outcomes, or positive impact on public health.
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Scenario

ABC Diagnostics has received an out of specification trend of 
complaints that their COVID-19 diagnostic product is generating 
incorrect negative results. Complaints indicate that the product 
is performing at a sensitivity of 95% and the product label claim 
is a sensitivity (i.e. not miss a negative result) of 99%. As a result, 
some patients are being misdiagnosed as not having COVID-19. 
These patients are not being treated appropriately and risk 
further spread of the contagious disease. 
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Scenario Poll

Based on the information given, what type of benefit-risk decision should ABC 
Diagnostics make?

1. Recall the product

2. Leave the product in the field

3. Not  sure
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Regulatory Risk-Based Decisions

• Risk-based decision making is essential to US 
FDA’s approach: 
–Medical Device Classification
–Medical Device Premarket Submissions – 

Determination of safety and effectiveness of a 
device
–Scheduling of Inspections
–Recalls
–Enforcement Actions

38
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FDA Benefit-Risk Determinations

• Benefit-Risk Guidances (IDE, PMA/de novo, 510(k))
– Identification of ‘probable risks’ and ‘probable benefits’ that are supported by 

valid scientific evidence.
• Assessment of Benefit

– Type of benefit
– Probability of patient experiencing benefit
– Duration of effect 

• Assessment of Risks
– Severity, types, number and rates of harmful events
– Probability of a harmful event
– Duration of a harmful event 
– Risk from false-positive/false-negative (diagnostics)
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FDA Benefit-Risk Guidances
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Risk Management
Global Harmonization Task Force (GHTF)

 Guidance Document

• Key Principles: 
– Risk management activities should begin as early as possible in the 

design and development phase, when it is easier to prevent 
problems rather than correcting them later.

– Relying on design and development processes to control risk is not 
sufficient.

– After release of the device to market, risk management activities 
should be linked to quality management processes. 

*Document will be revised by the IMDRF QMS Working Group

Implementation of Risk Management Principles and Activities within a Quality 
Management System



42

Summary

• Risk management spans the full total product lifecycle of medical devices

• Risk management activities must be embedded throughout a 
manufacturer’s Quality Management System 

• Concepts of risk are included in regulatory requirements as well as 
international documents and standards

42
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Resources

Cited Resource URL

ISO 14971:2019 Medical devices 
– Applications of risk 
management to medical devices

www.iso.org/standard/72704.html 
(for purchase from standards organization)

ISO/TR 24971:2020
Medical devices — Guidance on 
the application of ISO 14971

www.iso.org/standard/74437.html
(for purchase from standards organization)

https://www.iso.org/standard/72704.html
https://www.iso.org/standard/74437.html
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